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1 PURPOSE

1.1 PURPOSE

This document describes the functional part of the interface between FroMark and Microsoft Dynamics 365
For Finance and Operations. The document describes which functionalities the interface between ProMark and
Dynamics 365 For Finance and Operations supports.

1.2 SCOPE OF THE INTERFACE

This integration covers exchange of data between ProMark and Dynamics 365 For Finance and Operations
using OData APls.

The illustrations below shows how the dataflow of the interface works.

D365F0 Master data

-l
| Employees, Projects and Sctivities, SApproval groups)|
=
Project registrations
ProMark D365 FO
Dynamics 365 FO \
(Cloud or on premise)
ProMark [ Data entities ) ProMark
Workspace exposed via modules ProMark
and auto OData REST Hardware
processing API's DL Terminals
Inbox and guthox Attendance
to manage wihemor LRER
Inbound handiing Job & Activity
ProMark Emplovess (ProJect
data {and users) Transfer toffrom registrations
ProMark modules outbound)
Projects & Secure T
Inbox with error Activities (SSL & TR Planning ProMark
handling OAuth2) handle all » Software
Dimensions relevant b Clients
Transfer to datamanoings .
Journals Approyal Groups {Field mappinas, By sz
Formula enaine, Intelligence & (Mobile,
Post Journals Project format Reporting Portal
- Reaistrations conversions etc.) . '
Full audit trail and {Inbound) — Integrations Desktop,
reprocessing 1)
Extended =
Services

k /N /

Payrall Systems
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1.3 INTERFACE TECHNOLOGY

The communication between ProMark and Dynamics 365 For Finance and Operations is based on a newy driver
in the ProHost module, which handles OData APl calls. OData is a standard protocol for creating and
consuming data. The purpose of OData is to provide a Representational State Transfer (REST-based protocol
for Create, Read, Update, and Delete {CRUD)—style operations.

The driver, when scheduled, calls the relevant endpoints to import/fexport data toffrom ProMark
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2 PREREQUISITES

The interface assumes a number of prerequisites, in order to function as described in “Functional
documentation”.

2.1 GENERAL PREREQUISITES

Various data needs to be manually synced up between Dynamics 365 For Finance and Operations and
Profark.

2.2 PREREQUISITES IN AZURE AD
An Azure AD App registration must be performed, with the below setup.

Dynamics ERP
https://ferp.dynamics.com/

You and the users of your application may need a subscription for Dynamics ERP. Users without  subscription may not be able to accessall
the features of this APL

hat type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

elect permissions

Permission Admin consent required

[\ Connector (1)

‘Connector.FullAccess
Access Dynamics Connector Service APls

AP| Permission of Connector.FullAccess — means that using this token is allowed to execute/call Microsoft
D365F0 APIAWeDL services and OData from 3rd party applications. But when ProMark trigger some specific
D365F0 AP {for example ProiarkEmployees OData endpoint) D365F0 check the User and User permissions
for this specific action and only allow the action if the User has enough permissions.

The ProMark Integration Administrator user role {see later sections) should have access only 1o ProMark
related D365F0O features/endpoints {ie ProMarkEmployees, ProMarkProjectActivities, etc.) Most of these
D365F0 endpoints provide read-only access and only the endpaints ProMarkProjectActivityDeletions and
ProMarkTimeRegistrations have updatefdelete access {so scope is only where ProMark is authorized to write
data into D365F0).

Also please notice that the ProMark D385F0 extension uses only standard Microsoft technologies inside and
outside of the application.

2.3 PREREQUISITES IN D365F0

The instance of D365F0 must have the custom FroMark package deployed.

2.3.1 Setup the Dynamics 365 For Finance and Operations integration user account

Before running any integrations, Dynamics 365 For Finance and Operations user {further referred as
‘integration user’} should be specified in Azure Active Directory applications form. Path: System administration
= Setup = Azure Active Directory applications.
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Finance and Operations L Azure Active USMF  Q 33 ? °

I

Expand all B Collapse all

Payroll

Batch jobs Server configuration Refresh elements
Procurement and sourcing . i

V' Data cache Batch group Integration configuration
Product information Active periods for batch jobs i i |
T Tile'data cache P J / Business events

System job parameters
: d Data set cache Business events catalog
Production control
Id h Entity Store
. KPI detail data cache v Database log

Project management and PowerBl.com configuration
accounting User log

Database log parameters
Deploy Power Bl files g:parar L

Questionnaire v License Database log setup
Configure performance tool

User License Counts v

Retail System parameters Data cache
User License Counts History

Revenue recognition Client performance options Data cache parameters

Person search report )y ’

. Personalization Tile data cache configuration

Sales and marketing

' Security Office app parameters Data set cache configuration
Service management 5

User role assignments Configure cross-company data KPI cache configuration
RS 3 sharing
System administration Security role access KPI detail data cache
Azure Active Directory applications configuration
Tax Role to user assignments
Key Vault parameters
_ Security duty assignments v Email
Time and attendance B2B Invitation Configuration
V' Setup Email parameters

Transportation management — Custom fields s i ;

License configuration SRR S Thmpiates

q Alert rules .

Vendor collaboration 5 Email client constraints

Warehouse manaaement

On this form, user must be associated with an appropriate client 1D, after that all integrations will be run by
that user.

= & Edit } New [i] Delete  Options pel
{nr 'a Azure Active Directory applications
Y D
© " Client Id MName User ID
1eccc980-2485-4232-8833-1952d8943c% AppRegDemo Admin
=]

58afo083-3db7-48a0-b491-2b23f5ch82a8 ProMarkAPI Admin

User that is specified on Azure Active Directory applications form must ke granted with ProMark Integration
Administration role or Admin role. Path: Systern administration = Users »Users
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Expand all

O Search for a page

B Collapse all

USMF

Payroll
Workspaces “ Segregation of duties Batch jobs S
Procurement and sourcing
= v B
5 System administration Segregation of duties rules Data cache
Product information A
€ n of d flict dat
management B Data management Segregation of duties conflicts Tile data cache :
Segregation of duties unresolved Data set cache
Production control
= Feature management conflicts Ei<
KPI detail data cache
Project management and $ — Verify compliance of user-role Pz
imization advisor ) [
accounting P assignments User log B
bF
Questionnaire Users ~ Workflow  License C?
Users = User License Count: E]
Retail Workflow parameters ser License Counts 53
&
- . Online users Workflow infrastructure User License Counts History =
venue recognition Uil =
User groups configuration Person search report P
Sales and marketing User requests User workflows. o
ecurity o
2 User workflow parameters
Service management v
g Security User role assignments C
R “ Inquiries sl
System administration Assign users to roles Security role access
& Deleted attachment: A
Tax Security configuration eleted attachments Role to user assignments
K
Security diagnostics for task  Database Security duty assignments
Time and attendance recordings B
Database information ~ Setup
Transportation management External roles C

Database Log License configuration
Dormant user security accounts A

Vendor collaboration SQL index fragmentation details

Warehouse management

Finance and Operations JO Azure Active USMF Q)
= it - New [i] Delete Importusers Maintain versions Batchimport ~Useroptions Options  © o« 0 @ O d
@ Personalize Page options Share
Always open for editing Security diagnostics Record info Geta link Create a custom alert
* Personalize this form Advanced filter or sort  Change view Manage my alerts
©
=
Y Users
E | _ Admin : Admin
User ID Email Person
[ Admin admin@markinfodev.onmicroso... Julia Funderburk
User name Telemetry 1D Enabled
Admin (2AA427DD-8094-448A-9B38-0... Yes
Provider Company
https://sts.windows.net/ USMF

User’s roles

4 Roles

ProMark Integration Administrator

System administrator

b System user

User that is specified on Azure Active Directory applications form must contain default 365 FO company.
Further, all integrations will use integration user default company for expart/imgort data.
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Finance and Operations

O Azure Active

= Edit - New [i] Delete Import users
& Persanaiize

Always open for editing Security diagnostics
ﬁ Personalize this form Advanced filter or sort
B

Y Users

- Admin : Admin

User details

User ID
Admin

User name

Admin

Provider

https://sts.windows.net/

User's roles

+ Assign roles

4 Roles

ProMark Integration Administrator

System administrator

Record info Get a link

Change view

Maintain versions  Batch import

Email

admin@markinfodev.onmicroso...

Telemetry ID
{2AA427DD-8094-448A-9B38-0.

User options ~ Options .2

Manage my alerts

Company

USMF

0 PO

Create a custom alert

Person

Julia Funderburk

Enabled

Yes

Dynamics 365 For Finance and Operations user that is going to work with Probark integrations through
D365Fn0 interface must be granted with the same FroMark Integration Administrationrole. Once a user is
granted with this role, ProMark integration workspace and all ProMark data entities become available for a

User.

Finance and Operations

O Azure Active

& Edit -+ New [i] Delete Import users

Personaiize

Always open for editing Security diagnostics

Personalize this form Advanced filter or sort

A & % ©

Y Users

User details

User ID

inna.lobanova

User name

Inna Lobanova

Provider
https://sts.windows.net/ciellos.c...
User's roles

+ Assign roles

4 Roles

ProMark \nﬁsranon Administrator

Page options
Record info Get a link

Change view

System administrator

Maintain versions  Batch import ~ User options ~ Options ~ °

Share

—  inna.lobanova: Inna Lobanova

Email

innalobanova@ciellas.com

Telemetry ID

{FTBAB7F3-5C5F-44F3-9ATA-84..

Company
USMF

Manage my alerts

Create a custom alert

Persan

Adina Hagege

Enabled

Yes
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24 PREREQUISITES IN REGARD OF PROMARK

It is assumed that ProMark is in version 4.90.00 or newer, the modules ProTime and ProHost needs to be a
part of the installation and activated. Also, BaftimoreCyber TrustRoot certificate must be imported into the
Progress installation for SSL communication to be possible. If reqguests are routed through a HTTPS proxy,
additional root certificates may be needed, they should be imported the same way from a pem file.

241 Installing the Baftimore CyberTrustRoot certificate.

1) Copy the file BaftimoreCyberTrustRoot.pem somewhere on the server where ProMark is installed.
Right click on the file and copy the location path.
BaltimareCyberTrustRoot.pem Properties b e

General Securty Details FPrevious Versions

BaktimoreCyberTrust Root pem

Type of file:  PEM File {pem)

Openswih: 3] Pick an app Change...

Location: C:\Users'rastfDeskiop

Size: 1.23 KB (1.261 bytes)

Size on disk: 4,00 KB (4.096 bytes)

Created: 22.oktober 2019, 11:36:52

Modified. 22.oktober 2019, 11:36:18

Accessed: 22, oktober 2019, 11:36:52

Atrbutes:  [JReadonly [Hidden Advanced...
Conce

2} Open Proenv

Mavigate 1o the path of the file from step 1 using the command “cd <path of file=", where “<path of file=" is
the location copied during step 1. If the file is on a different drive (ex: Progress is installed on drive C:; and the
file is located on drive D), run the command “D:" before “cd <path of filex=", where D being the drive where
the file is located.

3} Runthe command “certutil —irmport BaltimeoreCyberTrustRoot.perm™. If “Importing trusted certificate
1@ alias name: X0 is shown, the impeort was successful.

Do step 2 and 3 again for proenv64, to allow scheduling on 64-bit host
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3 CUSTOMIZATION OF PROMARK

The host module consists of a driver and a number of transaction types. For this interface the OData-driver,
and the transaction types 373 (Import of employvee master data), 210 {import of project and activities),
222{mport of project validation data), 212{lmport of project and activities deletions) and 220(Export of activity
time transactions}.

To set up the host module in ProMark follow these steps:

1. Create the host

Z. Create the transaction types
3. Create and attach a scheduler
4. Configure the communication

Setup of the host module can ke done in two ways:

1. Import of a ProHost definition file
Z.  Setup the ProHost configuration manually
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3.1 SETTING UP THE HOST MODULE MANUALLY
Set-up of ProMark’s standard host module is done via: Set-up > Host » Set-up. To set-up a host covers the
creation, defining of formats and attachment of a scheduler.
3.1.1 Creating the host for the Dynamics 365 For Finance and Operations interface
All relevant fields, and their recommended settings are shown here:
[ Host set-up - a X

‘ﬁ“ D B E b 4 ,O o Criver setup  Formats Schedule  Load PHD fle  Save PHD file P B

Host Beskrivelse ~
:D3ERFO OData driver 365f0
DB DB standard

DIST Diistribution host

ExCH Echange driver

FGM FGM host

HLC hilc file driver

HLC-=ML hilc: il driver v
Host; [3E5F0

Description: | QD ata driver 365fo |
Diriver type: OData driver w

External status file: | |

Mumber of host data records retained:

Received: 10,000 Received [eroneous / discarded): Keep al
Transferred: 10,000 Mot transfered [emoneous): Keep al
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3.1.1.1 Setting up the driver
Mext step is to set-up the OData driver. Click on Driver set-up.

[ Host set-up - O X
#® & ® o
Host OData Driver Set-up
Service provider Customn ~ Apply

Authentication type: Oauth 2.0 Client Credenl ~
User name:
Password:

Authorization LRL: | |

Client ID: | |

Client secret: | |

Scope: | |

[ Use "Autharization' header

Service URL: | |

Prosy URL: | |

Batch size to host: Batch size from host taw connecton attermprs:
Test Connection

From the quick fill menu, select Dynamics 365F0 and click Apafy. The quick fill will auto-complete the fields
which are not tied to the specific instance of Dynamics 365 For Finance and Operations.

g
# & ® o
Host OData Driver Set-up

Service provider: Dwnamics 365 FO ~ Apply

Authentication type: Ofsth 2.0 Client Credenl

User name:

Passmord:

Authorization URL: ‘https'x’ilngin microzoftonline. com/< <inzert T enantl ds > foauth2/M42 D/token |

Client ID: \ |

Clignt secret: ‘ |

Scope: |{ServiceUF|L}.-".defauIt |

[JUse "autharization" header
Service URL | |

Prowy URL: | |

Batch size to host: Batch size from host: Max connection attempts:

Test Connection

In order 1o complete the set-up, “<<insertTenantlds=" should be replaced with the tenant id of the Dyhamics
365F0 instance which can be found in the Azure Active Directory({ hitps:/fgortal.azure.com/}

Azure services

- = =
» | B @ = @ o
-~ 1 (\"1" B fx
Azure Active All resources Virtual App Services Storage SQL databases  Azure Database  Azure Cosmos
Directory machines accounts for Postgres... DB

The Client If2 and Client secret must be generated from Azure Active Directory by registering a new application
{Go to hitps:ffportal.azure.com/, Azure Active Directornv=Agp registrations>New registration;.

The Service URL is the homepage of D36RF0.
{Ex: https:#/d365ta-markinfo-demo0d?7 79651 6f872caans.cloudax.dvnamics.comi)

The Test Connection button is used to test the authentication. If the correct fields are entered, a pop-up with
"Connection successful” will appear. If not, an error message will be displayed.
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The FProxy URL can be used to route all requests through an HTTP proxy.

Here is an example of a working setup:

: L Host set-up = O X
# B ® o
Host OData Driver Set-up

Service provider Dwnamics 365 FO ~ Apply

Authentication tpe: Owuth 2.0 Client Credenl

User name:

Pazsword:

Autharization URL: | https:/Alogin. microzoftonline, com/ a2 7E44cE-tb22-490f-b2ad-55f44c 97 86b/0auth2 |
Cligrt 1D | 1eccc80-2485-4232-8833-1952d8943c 9 |
Client secret: | L |
Scope: | httpz: //d365fo-markinfo-demold27 79651 Bf8?2caaos.cloudax.d}lnamics.com.-".defat|

[ Use "tutharization” header
Service URL: | hitps: //d365fo-markinfo-demold2 779651 BI8T 2caans. cloudax. dynamics. com |

Prosy URL: || |

Batch size to host: Batch size fram host: Max connection attempts:

Test Connection

3.1.2 Creating the transaction types for the Dynamics 365 For Finance and Operations host

In each transaction set-up, if an OData host is selected, the field OData Catalogis enabled. It is important to be
filled correctly because this field in combination with the driver set-up is used 1o build the OData reguests.

| Host transaction set-up - m] x
#f# DEaEdX |20 Motfication Make¥SD Impot Export Propsties | W@ E3
Transaction [0 Host ID Description ~
S50A0ATAT [Pklz] Activity time transastion
220584 1BM Activity time transaction
220FILE RAST Activity time transaction
2205TE sTB Activity time transaction
22 SBA Activity status hansaction
22200ATA ODATA Froject validation data
R Fioject validation data
222584 SBA Frciect validation data
222578 01STBXML  Project validation data
25 Acivity time transaction
225MFA Morthly registrations
225 MFAZ Morthiy registrations 2 v
Type: 220 - Activity tme transaction
D 220-0DATAT [ inactive
Description [ttty time transaction
Hast D36EFO O ODatadiver 36500
File name: o Atemph220 bt

Convert Program:
Schema file name:
HML table name:
H5L file name:
HML dataset name:
HML name space:

Name space prefis

OData Catalog: /data/ProMarkTimeRegistrations | ‘

Field set-up

®) Transaction fields Field order
O Header fields

O Fuoter fields

O Prefi fields

[ Show Inactive

The solution also allows inserting an OData filter value, which will filter what data is returned from the Odata
catalog {webservice}. E.g. inserting a filter of ProMarkUserid ne ', Ne means “not equals”, eq means
"equals”. More info about the operators that can be used with the filter can be found at:

https./fdocs. microsoft.comfen-us/dynamics365/in-ops-corefdev-itpro/data-entitiesfodata , in the section about
$filter.
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The OData filter also supports host formulas {can be found in the file ProMark_Formulas_EM defined between
curly brackets ("{}"}.

OData filter with host formulas examples:

o To get activities that end in the last 30 days:
ActivityEndDate gt {DATETIMETODAY-30))} and ActivityEndDate it {DATETIME(TODAY(ON

e Toget projects created in the last two months:
FrojectCreatedDateTime ge (DATETIMEIADD-MONTHSITODAY(0),-211}

For transactions that import data into ProMark, in the "Field order” set-up, the button "Preview"” is enabled.
When clicking this button, assuming the driver set-up and the "Odata Catalog” is correct, an example of a
received record is displayed in order to facilitate the set-up of the fields.

Sslection of fieldy in extamal host tramaction T x
Toarrsann 101 ZIZODATA « Propeot valdsin dala T vt R 227 Progech vialclahon dals W OF
Tians. Rhee * ] U ek e o of ek D Corcel
E e 1 [ | sy Faces] Feeked kgt ot e Semichs ﬂ Ve
Fsiichy i andmaral hugf iraemobion Humber of felcly T Fmichy, i el wpopt franogmcibon
Fet Draccrpton ey Fakd 35 W Pl Dipsonption Te Cibomd
1 Sehup ol 1 d Valelaters valie
7 Eamins UPPERSUBSTF Conebat 3 2| i Cwwcaiphion
3 Drewcphon a Crivasrcaind d
4 Vakiston vaie &4 Fomonaren
5 [reliele
B Leaireste R up
T Do i
e Mwe v
Py
Flent
iratuskie

Datatpper  Chaachor Conttard

Dehacit Fa [repcaption

Wi By
Wi

Fad oy

Fusidiag Ditrwsraticri s

For each transaction used in this integration, all the field set-ups {including the OData catalog} are described in
the “D365F0_Transaction_Fields.xlsx” file.
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3.2 SETTING UP THE HOST SCHEDULER

Before the created transaction types can be used, they need to be added to a scheduler, which again needs to

be attached to the host. Creation of the scheduler is done via: Set-up > Host > Schedules.

First create the scheduler and then add those transaction types the scheduler should handle,

g

A#0BExX| L0

P o

Tope
QDATA
ODATA2ID
DATA2IZ
DATA22Z
(DATA432
ODATAPUT
PMA

<

Description
ODATA scheduls
ODATA 210

ODATA schedule
PMA's schedule

Schedule |D: DDATA

~

Deseription: | DDATA schedule

Schedule lines

Interval Transastion lypes
00:00-2353  3730DATA

The scheduler then must be attached to the Dynamics 365 For Finance and Operations host.

[ Host schedule lines set-up - X
# 0DREdx O 2~}
Schedues:  ODATA ODATA schedue
Transaction types
373-CDATR : Create/modify extended employee data
(] &)l transactiors
Schedule fines
Transmission interval. |00:00 - 23:59 Cpok: 1000 |
Interval Transaction types
00:00-2353  3730DATA

: l‘ Host set-up

A 0fEHX O

Schedule lines

Interval
00:00 - 2359

Trangaction pes
3F3-0DATA

Host ¢ ication set-up

Host:  D3EEFO OData driver 3650
“wieskdap Tupe

Sunday ODATA

tdonday ODATA

Tuesday ODATA
“wednesday ODATA
Thursday ODATA
Friday ODATA
Saturday ODATA

Host's closed interval: | 00:00 - 2253
Weskday Friday ~
Type: ODATA p ODATA schedule
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3.3 STARTING THE HOST
When the set-up of ProMark’s host module is finished, the host can be started.

Remember to setup the host in the ProiMark Manager to ensure it runs as a service on the server,

4 FAQ

4.1 ERROR CODE 10060: UNKNOWN NETWORK ERRCR (9318)

Ensure there is internet connectivity to the URL's specified in the ProHost driver setup. Test via other tools on
the server than ProMark, i.e. browser, telnet etc.

4.2 ERROR CODE -54: UNABLE TO GET LOCAL ISSUER CERTIFICATE: FOR CEARTALIAS

Make sure the Baltimore Cybertrust Root certificate is installed using both ProEny 32-bit and 84-bit. If the error
persists and a HTTPS proxy is set-up with the driver, additional root certificates that match the proxy may be
needed {(until now DigiCert Global Root G2 was required in one instance, when CERTALIAS was 607986¢7.0).
If unknown, missing certificates may be identified by searching CERTALIAS on the internet.
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